


12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided
by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall
be submitted for approval prior to release [ | Direct | X | Through (Specify)

Contracting officer's representative (COR) to office of the Deputy Chief of Staff, G3, United States Army Europe (ATTN: G3-AT). The
contractor shall not disclose classified or unclassified information pertaining to this contract without prior coerdination with, and approval of,
appropriate U.S. Government authoritics.

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)” for review.
*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended
changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any
questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the
highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any
documents/guides/extracts referenced herein. Add additional pages as needed fo provide complete guidance.)

Only U.S. Government approved and provided automated information systems (AIS) will be used to process mission related
information and reports. The Government shall provide appropriate classified hardware, software, storage containers, and work
space for use by contractor employees. Contractor employees shall be cleared to the appropriate level necessary for access to
classified information and material. The contractor shall not downgrade or declassify any material or information unless special
instructions, explanations or statements are provided by the COR.

All products generated by the contractor in support of the work identified in paragraph 9, above, are the property of the U.S.
Government.

The following mission related documents and information have a direct impact on the safety and security of all personnel and
equipment, both military and civilian employees and their family members in the Army in Europe and USEUCOM expanded areas

of responsibility.

AR 25-2, Information Assurance AR 380-5, DA Information Security Program
AR 380-49, Industrial Security Program AER 380-15, Safeguarding Classified NATO Information
AER 530-1, Army in Europe Operations Security AER 525-13, Antiterrorism

Contract Number:

Program Manager: Mr. Don Grosz

Title: Deputy Chief, G3-AT Division

Unit: USAREUR AEAGC-AT

DSN: 314-370-8309

Civilian in Germany: 06221-57-8309 From CONUS: 011-49-6221-57-8309

14, ADDITIONAL SECURITY REQUIREMENTS. Reguirements, in addition to ISM requirements, are established for this contract. | | Yes | X |No
(If Yes, identify the pertinent confractual clauses in the contract document itseff, or provide an appropriate statement which identifies the additional
requirements. Provide a copy of the requirements to the cognizant securily office. Use ftem 13 if additional space is needed.)

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. Yes | b 1§ I No
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections. Use ltem 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below,

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (Include Area Code)

DONALD W. GROSZ Deputy Chief, G3 Antiterrorism Division (314) 370-8309

d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION

HQ USAREUR G3-AT X |a CONTRACTOR

Unit 29351 b. SUBCONTRACTOR

APO AE 05014 - / X | ¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRAGTOR

e. SIGNATURE X | ¢ Us. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

X | e. ADMINISTRATIVE CONTRACTING OFFICER
M |1 OTHERS AS NECESSARY

DD FORM 254 (BACK), DECT889_~ 5



